
 

 

 
Matched with the right MSP. No guesswork. 

 
C Y B E R S E C U R I T Y  S E L F - C H E C K    /   F O R  C E O s  &  F O U N D E R S  

The 10-point cyber risk check every CEO should answer. 

Ten questions. Answer honestly — your score tells you where you stand and whether it's time to get a second opinion from a vetted 
cybersecurity provider. 

 

01 
 R A N S O M W A R E  P R E P A R E D N E S S  

If ransomware locked every system tomorrow, do you know how many hours your business could keep 
operating? 

☐ 
Y E S  

02 
 B A C K U P S  &  R E C O V E R Y  

Have you tested restoring from backup end-to-end in the last 90 days — not just confirmed backups are 
running? 

☐ 
Y E S  

03 
 C Y B E R  I N S U R A N C E  

Have you reviewed your cyber insurance application in the last 12 months to confirm the controls you attested 
to are actually in place? 

☐ 
Y E S  

04 
 E N D P O I N T  &  I D E N T I T Y  

Is multi-factor authentication enforced on every account — including executives, admins, and shared or 
service accounts? 

☐ 
Y E S  

05 
 M I C R O S O F T  3 6 5  

Do you know exactly who holds admin privileges in your Microsoft 365 tenant, and has that list been reviewed 
in the last 6 months? 

☐ 
Y E S  

06 
 E N D P O I N T  &  I D E N T I T Y  

Can someone on your team tell you, within an hour, every device currently connected to your network? 
☐ 
Y E S  

07 
 E N D P O I N T  &  I D E N T I T Y  

When an employee or contractor leaves, can you confirm their access to every system is revoked within 24 
hours? 

☐ 
Y E S  

08 
 V E N D O R  &  T H I R D - P A R T Y  

Do you have a current list of every third-party vendor with access to your data, and the last time each one's 
security was reviewed? 

☐ 
Y E S  

09 
 I N C I D E N T  R E S P O N S E  

If you discovered a breach at 6pm Friday, do you know who to call — internally, externally, and at your insurer 
— in the first 60 minutes? 

☐ 
Y E S  

10 
 E X E C U T I V E  O V E R S I G H T  

Could you brief your board on your top 3 cybersecurity risks, with the specific controls mitigating each one? 
☐ 
Y E S  

H O W  T O  R E A D  Y O U R  S C O R E  

● 9 – 1 0  Y E S  
Strong posture 
A vetted second opinion can still surface 
blind spots. 

● 6–8  Y E S  
Likely gaps 
Real exposure exists. An assessment usually 
pays for itself. 

● 5  O R  F E W E R  
Act now 
You're carrying meaningful risk every day. 
Don't wait. 

Found a few gaps? That's exactly why this exists. 
Book a quick strategy call. We'll match you with a vetted cybersecurity MSP who delivers 
the assessment. No pressure. You keep full control. 

BOOK FREE SECURITY ASSESSMENT 

 

https://www.xplifi.com/xplifi-cybersecurity-focused

